In modern networking, organisations must design network infrastructures to operate quickly and efficiently whilst being protected against malicious threat actors, the careful selection and integration of routing and internet protocols is integral to guarantee reliable, secure communication, in the regard of The Somerset Research Facility (SHRF) it's imperative that they're given access to a fit for purpose secure, high performance and reliable network as to avoid attacks on valuable confidential medical data and additionally be capable of operating their growingly ‘intensive software applications’.  
To achieve a fit for purpose network design that encompasses their outlined demands It's important to decide on the best routing protocol and internet protocols by comparing the benefits and limitations of each, selecting the most appropriate for the Research Facilities demands. 

Routing methods & Protocols determine how data arrives at a destination, their purpose is to be a set of rules that specify how routers should identify and forward packets within a network, to identify the most efficient reliable path to a destination in this scenario, they must evaluate the differences between static and dynamic routing and the benefits and limitations relevant to their network upgrade.
 
Static routing requires manual configuration, it's non‑adaptive, which means the network administrator must update routes manually whenever there is a change in the network topology. For example, when hardware is replaced or, in the case of SHRF reconfiguring Virtual Local Area Networks (VLAN) to accommodate additional expansions into the 'four temporary office buildings.' The necessity of VLAN in the case of the SHRF is to segment the network into smaller groups of devices, improving both the security and performance by isolating administrative tasks from medical research. VLAN ensures that any breach within the administrative department is confined to that segment, preventing it from spreading to areas handling regulated confidential medical data. While static routing can be secure due to administrators having total control over allowed routes. The downside of static routing is that manually adding and maintaining routes in larger networks is time-consuming and requires significant knowledge of the networks existing topology, this significant knowledge being a necessity can lead to human error, for the SHRF this would be detrimental as it could lead to the network going offline or being open to threat actors due to improper configuration, as a result of static routing being time consuming when the networks existing topology grows static routing becomes impractical due to it being time consuming to implement and the SHRF need a system that supports their growth and keeps data regularly available, therefore they must pick a model that supports their needs.

Unlike Static routing, which is not a named protocol, rather a method of manual configuration, Dynamic Routing relies on protocols that allow for routers to adapt automatically reacting when there's changes in a networks topology, instead of relying on manually being updated by administrators, dynamic protocols automatically adapt to changes in a network using algorithms to determine the best path for data when hardware is added replaced or removed  dynamic routing ensures that data is able to continually exchange when there’s changes in the Link State Database (LSDB) for OSPF or adapt to changes in hop count for Routing information Protocol (RIP) with minimal human intervention being necessary. Two popular and relevant dynamic routing protocols the SHRF may want to consider are RIP (Routing Information Protocol) and OSPF (Open Shortest Path First).

Routing Information Protocol (RIP) operates on distance‑vector basis it uses hop count as a metric to determine the best path; it determines the best path by counting the number of hops between level 3 devices necessary to reach a desired destination. A benefit of RIP is that it's simple to configure, more than static routing which requires manual configuration, however a caveat to its simplicity is that it’s not satisfactory for larger networks, due to the limited hop count, RIP can only interact with up to 15 routers / 15 devices on the network level of the OSI model (such as level 3 switches & routers for example) additionally RIP is slower as it relies on periodic updates and routing information is not stored within a database.

In the case of the Somerset Healthcare Research Facility RIP would be unsatisfactory due to the scale of their demands, their infrastructure requires more than 15 devices and requires readily accessible information they’ll exceed 15 devices that operate at the network layer of the OSI model such as routers and switches, we know the SHRF require level 3 switches as they’re necessary for VLAN routing between VLAN’s, Level 3 switches allow for VLANs to segment their network also allowing controlled communication between VLANs. The SHRF would be easily exceeding 15 level 3 devices, which would lead to the hop count being overwhelmed making the protocol insufficient, Tannenbaum et al states while being a classic example of distance-vector routing and being the main example used in small networks to this day, RIP tends to suffer when networks grow in size and complexity, this reinforces why the SHRF would want to avoid RIP implementation as they evidently have growing needs due to them operating out of extra ‘temporary work offices’ due to limited space, RIP is not sufficient given their demands the scale of the operation and the end devices that must be incorporated while keeping the topology scalable and secure.

Given the limitations of RIP in large organisations the SHRF need a routing protocol that supports scalability efficient path selection and security, making Open Shortest Path First (OSPF) the best protocol for their demands, OSPF does not use hop count it uses a cost metric based on bandwidth, utilising Dijkstra’s Shortest Path First (SPF) algorithm to find the path with the lowest ‘total cost’ (the most efficient) from source to destination it can do this when each router has generated a link-state advertisement (LSA) by sending a ‘hello message’ which discovers neighbouring devices, LSAs contain the information related to all adjacent devices connected to the OSPF router, these LSAs from each router are exchanged between all routers and the routers work together to create a Link State Database (LSDB) the LSDB contains all of the information from the link-state advertisements Dijkstra’s algorithm utilises this database to calculate the smallest cumulative cost to transfer data, by calculating how much bandwidth will be used and how long will data take to arrive at a destination. One reason OSPF is favourable is OSPF has a faster convergence as routers have a constant view of the network due to the Link State Database (LSDB) Athira et al (2017) found that when a path failed OSPF had an average convergence time of 9.2ms compared to RIP which relies on periodic updates consequently having an average convergence time of 47ms, as a result RIP falls behind when it comes to detecting changes quickly, fast convergence means OSPF is more accurate with maintaining consistent information and the information is more readily available OSPF ensures that important medical data remains readily accessible, furthermore OSPF is more secure than RIP as it has built in security features supporting authentication, OSPF routers verify the authenticity of routing updates preventing unauthorised routers from injecting false routing information into the network. RIP has little to no authentication mechanisms which means that systems that use RIP are vulnerable to route spoofing / poisoning, route spoofing occurs when a threat actor spoofs RIP updates and advertises an incorrect route to a network to redirect network traffic through their device this would have substantial impact on the SHRF as having confidential medical information leaked is a breach of the Data Protection Act, health data is recognised as a special category of data meaning it’s subjected to stricter regulation and as such health data breaches cost more and the information commissioner’s office in 2024 insinuates they are likely impose stricter fines for mishandling of special category data as the commissioner will ‘consider the context and characteristics of processing and the sector it relates to.’ OSPF’s main downsides aren’t the hardware limitations or how resource intensive it is (although it is more intensive than RIP) it’s that OSPF is much more complex due to having more layers of functionality, this means that there’s a greater need for employees that are highly experienced as a result that’ll demand a higher salary due to their level of skill, thus increasing the operational cost of the business, which is not favourable especially in smaller businesses as survival is a core objective, additionally it may not be favourable in the case of the SHRF as it’s taking away capital that could be put toward medical research however the pros outweigh the cons.
To complement OSPF as a choice of routing protocol, the SHRF must consider what Internet Protocols they adopt, Internet Protocols are the backbone of network communication they provide rules for addressing and routing data packets so that they can travel across a network and arrive at their desired destination they ensure that devices can identify one another and reliably exchange information, while routing protocols and internet protocols are fundamentally different they work together, OSPF determines the path of least resistance for data based on cost, IP moves the data across the paths utilising the routing table. Relevant Internet Protocols for SHRF are IPv4/IPv6, ARP, and DNS. Each play a role in ensuring reliable communication.


The SHRF rely on internet protocols to have a reliable, scalable and secure communication across it's Multiple VLANs within the network's topology, notable protocols are IPv4, IPv6 ARP and DNS, these operate at different layers of the TCP/IP Model, and each have benefits and limitations within networks, additionally the SHRF should explore the benefits of DHCP integration.
IPv4 and IPv6 Operate at the internet layer of the TCP/IP model, IPv4 uses a 32bit addressing scheme and is the most common protocol for most environments, however a drawback is it has a limited address amount which restricts long-term scalability and most IPv4 addresses are already exhausted. IPv6 uses 128 bit addressing, this provides near unlimited addresses or more accurately over 300 undecillion, IPv6 integrates IPsec at its core, which is a security feature that encrypts packets as they transfer between devices, For the SHRF IPv6 would offer future proofing and greater protection for their sensitive medical data which must comply with GDPR regulations, Whilst IPv4 is very common its rapidly being overtaken in larger organisations and while IPv4 may still be used for existing systems the SHRF should move toward IPv6 as a primary.
Address Resolution Protocol (ARP) Operates at the Link Layer of the TCP/IP Model, the role of ARP is to translate logical IP addresses into mac addresses this allows devices to find and communicate with one another, ARP sends broadcast requests, and when they receive a response, they store results in an ARP Cache which speeds up future communications 
Domain Name System (DNS) Operates at the application layer of the TCP/IP model DNS translates more readable text forms such in the case of the SHRF applying it to my packet tracer model it would convert (mail.shrf.com) into an IP address DNS would allow for staff in the SHRF to interact with services without having to memorise specific IP addresses, DNS makes for more efficient interaction with services by increasing the speed of access.

Dynamic Host Configuration Protocol (DHCP) operates at the Application Layer of the TCP/IP model DHCP simplifies managing IP addressing, this would be especially true across the SHRF’s multi VLAN network that has a host of multiple end user devices, the role of DHCP is to automatically assign IP addresses, subnet masks, default gateways and DNS settings to devices, this removes the need for time consuming manual configuration, and also reduces the risk of human error, as mistakes are may be made when configuring devices in bulk especially if under time constraints, which a network engineer may be due to the nature of the SHRF operating in a medical field which is critical workplace, its likely downtime is not preferable and manual configuration may exacerbate the risk of human error. Each VLAN in the SHRF design receives its own DHCP, it ensures that addressing is accurate and aligns properly with departmental requirements, for example Staff VLANs receive information to access internal file transfer protocols, while public VLAN does not, preventing unauthorised resolution of internal hostnames. DHCP therefore enhances scalability, simplifies hands on network administration and reinforces the SHRF’s security by ensuring that addressing is centrally controlled.

To summarise the Somerset Healthcare Research Facility requires a secure network design that is scalable, resilient to changes in its topology and  minimises cyber threats, it must support administrative and medical research, as a result static routing is unsuitable they may benefit from DHCP as a result greatly to simplify addressing, static routing is less convenient and configuration takes time and lacks the adaptability to that of OSPF, additionality RIP is limited by hop count and poor convergence, as a result OSPF is the best suited routing protocol for the SHRF, as it offers scalability, faster convergence and authentication that is crucial to protect medical data, Internet protocols that work alongside OSPF are IPv6 ARP and DNS, DNS provides faster, more reliable usability by resolving numeric IP into readable domain names, IPv6 Provides addressing and ARP allows for communication between segmented networks, the integration of these protocols for the SHRF are important to have a fit-for purpose high performance secure network that's capable of meeting the SHRF's current and growing future needs.
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Testing of packet tracer:
Printer Pinging Test
Communication between devices on the First Floor and the Second Floor of the SHRF packet tracer model.
Tested pinging between PC & Printer:
[image: ]

[image: ]It’s clear that pinging in this case worked, and as a result there’s communication from the end device to the printer which means that devices that have the line of communication can print! I also tested the same from laptops and had the same outcome.




Floor 1 EMAIL TEST:
[image: ]
[image: ]
Listed are the different users that are defined for email communication, a generalised Manager and Employee email is set with two different passwords
[image: ]Composed Email
[image: ]

After sending and composing this email listed below is validation that the email was received by the address it was sent to 
[image: ]^ Manager login information using the credentials from above. Below is a list of the received emails, I sent multiple for testing purposes to ensure they all went through, 3/3 were completed. I did some testing from Floor 2
[image: ]Additionally this also works from the laptops, I’ve not attached proof, but they’re configured in the same way, and I can verify that they work.










FTP TESTING

Attached below is some proof that ftp will not work off public devices on floor one, they have not been granted access levels to interact with the file transfer protocol, they have a specific VLAN and have not been granted access as to keep the network more secure, Access has also been revoked to ftp on the floor 2 130 VLAN public pcs to the 50 Vlanserver
[image: ]
Attached below is proof that ftp is accessible by other devices. Outside of the Public devices
[image: ]


I have satisfied the requirements for a central file system between Floor One and Two office cubicles.

I have included all end devices and requirements for both floors, I have secured email and ftp by using VLAN, ensuring that the network is segmented, allowing for any breach to be contained, every device has access to the printer on site however I couldn’t get internet browsing working, I tried everything that I could but I couldn’t resolve the issue, I’m not sure if it was to do with DHCP assignment but I kept getting DNS timeouts hopefully I will be able to learn from future sessions and can figure it out in the future
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